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APPENDIX i – RISK ASSESSMENT PROCESS 
 
BACKGROUND 

In this document, risk is defined as a product of the likelihood and impact of a given 
hazard or threat.  Greater risks are associated with hazards or threats which have a 
higher impact and medium to high likelihood.  Conversely, low risks will reflect hazards 
and threats where the impact is low and the likelihood is low to medium.  The more 
difficult cases are those hazards and threats where the likelihood is low and the impact 
very high, or vice versa.  Simple categorisation of these latter risks is often difficult.  
They require a more sophisticated means of measurement involving judgements about 
the overall risk associated with certain combinations of likelihood and impact.  Typically, 
these judgements are presented in a risk matrix, (Figure 1)  

RISK RATING MATRIX 

Figure 1 
Risk Matrix 
 
 
 
 
Definitions of Risk Ratings 
 
§ Very High Risk (Intolerable Risk) – these are critical risks requiring immediate attention.  

They may have a high or low likelihood of occurrence, but their potential consequences 
are such that they must be treated as a high priority.  Strategies should be developed to 
reduce or eliminate the risks. 
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§ High Risk (Substantial Risk) – these are significant risks.  They may have high or low 
likelihood of occurrence, but their potential consequences are sufficiently serious to 
warrant appropriate consideration after those risks classed as ‘very high’.  Again, 
consideration should be given to the development of strategies to reduce or eliminate the 
risks  

 
§ Medium Risk (Moderate Risk) – these risks are less significant, but may cause upset 

and inconvenience in the short-term.  These risks should be monitored to ensure that 
they are being appropriately managed and consideration. 

 

§ Low Risk (Tolerable Risk) – these risks are both unlikely to occur and not significant in 
their impact.  They should be managed using normal planning arrangements and require 
minimal monitoring and control unless subsequent risk assessments show a substantial 
change, prompting a move to another risk category. 

 
Risk Assessment Outcome 
 

TOLERABLE RISK No additional controls are required.   
MODERATE RISK Efforts should be made to reduce the risk, but the costs of 

prevention should be carefully measured and limited.  Measures to 
be introduced within reasonable time period 

SUBSTANTIAL RISK Activity should cease until risk has been removed.  Measures to be 
introduced as soon as possible 

INTOLERABLE RISK Activity must cease until risk has been removed.  Measures to be 
introduced immediately. 

 
 
 


